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INTELLISHARE:
CUSTOMIZABLE, SECURE ENTERPRISE
FILE SYNC AND SHARE
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IntelliShare

is a complete,
managed EFSS
solution that is

customized to

fit your unique

business needs.

Success in business is all about access to
information. With unrestricted access to
business files, your employees can be more
responsive to customers and more productive.

Cloud-based enterprise file sync and

share (EFSS) services enable businesses

to synchronize and share documents and
files from multiple devices with employees,
customers, and partners. But many of the
available EFSS options may not provide the
flexibility, security, and control your business
needs to improve business processes.

Increase productivity and improve
collaboration with IntelliShare.

Customize Sync and Share
Processes

IntelliShare is a customizable, managed EFSS
solution that provides better performance
and more control over file syncing and
sharing compared to competitive cloud
storage offerings. It is engineered for:

« Enterprise-grade file sync and share

operations
« Desktop and server backup processes
+ Disaster recovery requirements

Increase Productivity and
Improve Collaboration

IntelliShare enables direct access to your
business data from anywhere using browser-
based client applications on any desktop or
mobile device, including Apple®iOS, Android®,
Windows®, and BlackBerry® devices.
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To simplify access, IntelliShare automatically
uses the security controls from existing file
servers to control file access, and it can be
easily integrated with an existing Active
Directory infrastructure. As a result, users can
use their existing username and password

to access business data, as well as the same
permission controls that would be enforced
in the office.

For maximum flexibility, IntelliShare has no
limits on file and folder sizes, so you never
have to limit your collaboration processes
based on storage space.

Maintain Data Security

Whether you are collaborating with
employees or with customers and partners,
IntelliShare allows you to maintain complete
control of your data based on policy-based
security protocols that define sharing
activities for all on-premises and remote
users. For example, security policies can be
created that:
« Force external shares to be password
protected
« Set expiration times for external shares
- Define access permissions for external
shares
+ Prevent download of external shares

In addition, IntelliShare offers complete
security and compliance features, including:
+ Auditing: Track the who, what, when,
and where of operations as required
by common compliance standards like
HIPAA, FINRA, SOX, and PClI.



+ Reporting: Keep track of system
performance and activities like who is
sharing what with whom.

« AES-256 Encryption: Protect data at rest.

« SSL Connections: Protect data in transit.

+ Multi-Factor Authentication: Use
multiple factors to authenticate users
(e.g., mobile devices can be used to
create tokens that are combined with a
username and password).

Ensure Business Continuity

IntelliShare is also engineered to protect your
data from cyberthreats and maintain operation
during outages and natural disasters.

In addition to user security protocols,
IntelliShare includes ransomware protection
engineered to detect and prevent malicious
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IntelliShare Provides More Flexibility

attacks. These policy-based cybersecurity
countermeasures monitor the network for
suspicious activity and notify administrators if
a problem is detected, such as a large number
of files being accessed in a short period of
time. Additional protection is offered with

file versioning, which limits exposure by
enabling users to revert to earlier versions of
compromised or deleted files.

Business continuity in the event of an

outage or disaster can be ensured with
ongoing duplication and backup of desktop
and server data to the IntelliSyn cloud.
IntelliShare leverages all existing security
protocols during the replication process.
When needed, access to the offline backup
can be configured easily using the same level
of security used for regular EFSS operations.

Find Out More
To find out more about how

for File Sync and Share -
IntelliSyn’s desktop-to-cloud
IntelliShare OwnCloud Dropbox OneDrive Commumcatlon_s solutions can
power your business, call:
Sync any X X - -
endpoint folder Toll Free: 1 (866) 266-1985
Instant folder X - - -
migration Global Headquarters
Random access X j . _ 2141 Thurston Drive, Suite 204
before full sync Ottawa, ON
completion K1G 6C9
Sync on demand X - - s (613) 688-1351
Native mapped WebDav - - Toronto Office: (647) 795-1405
drive only
Caching X - _ B U.S. Offices
. - . Omaha: (402) 973-1531
File locking X Limited - - Washington D.C.: (202) 800-8001
Migrate existing X - = -
file shares and Or visit: www.intellisyn.com
permissions
Integrate X X - -
existing home
directories
NTFS support X X - -
Network share X X - -
support
Network share X - - -
versioning

eccee
.
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IntelliShare is
engineered to
protect your data
from cyberthreats
and maintain
operation during
outages and

natural disasters.



